DEC-02-2005 FRI 03:20 PM WORKMAN NYDEGGER 



FAX NO. 8013281707 



P. 05 



MKniinu^^^^^^^ BEST AVAILABLE COPY 



iNpp|ic:Ui»tii No. 10/&07.9t6 
ftcj»ly irt Ollicc Acliiirt ntiiM St:pttMiilw 2*), 2005 



AIVfENDMKN TS TO THE CLAIMS 
Tho listing of cbitiis replaces all prior versions, and listings, ofclaims in Ihe application: 
Mstiii pof Claims; 

1. (CurreiUly Amcntlcd) In a iness?aging system comprising a rights management 
sci'vcr that controls the type of operations principals can perform on protected content and a 
nicssujje server that receives mc<isafics and makes them available to principals or their agents, a 
mclltod of prc-liccnsing content subject to rights management in order to allow a principal access 
10 the contenl when the principal does not have access to the rights management server, the 
njothod comprising acts of: 

receiving, by the message server, a message from a sending computing system, the 
mcs.yagc being subject lo rights management in that access to at least a part of the message is 
co)il rolled through u rights maiKigemcnt server, the rights management server issuing one or 
more- user licenses that allow one or more principals to access the at least part of the message 
subject to rights management; 

receiving, by the message server, a publishing license from the sending computing : 
s>'alcm, the publishing license containing a rights expression identifying the at least part of the 
message f^ubjcct to riglils managcmcnl, specifying one or more intended recipients for the at least 
purl of the messnge subject to rights management, and specifying one or more rights for each of 
tho one or more intended recipients, and wherein the rights expression lim i ts the one or more 
pijjjcipajs* oper allon in at least o ne of re-licensin g^ printing, forward in g and sharinR of th e 
n>c s^rtuo, the publishing license being previously acquired by the sending computing system 
from the rights m;inagenicnt server; 

requesting, by the message scwcr on behalf of one or more principals, at least one use 
license for filJowing Ihc one or more principals access to the message, wherein the request 
inchxles Iho publishing license to identify the at least part of the message subject to rights 
miiungcment to iho rights mmiagement sci-vcr; 

receiving, by the message sprvcr on behalf of the one or more principals, the at lea<5t one 
XMfU license so lh;U the line or more principals may obtain tlie at least one use license from the 
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mcsKUKC server and acccfis Ihc at least part of the message subject to rights management without 
having to request the at least oiio use Jiccnsc from the rights management server; and 

providing, by Die message server, to at least one of the one or more principals, one or 
moiv of the at least one use license. 

2. (Oiiainal) Ihe method of claim 1, whcreui tlie at least a part of the message 
controlled through the rights jnanagcment server is encrypted, and wherein Ihe use license 
campj-iscs a conlcnt key used in decrypting the part of the message that is encrypted. 

3. (Orighial) The method of claim 2, wherein the part of the message that is 
encrypted is at least one of a protected contact, protected document, protected calendar item or 

. .protcoted meeting re<:lue^a- 

4. (Originnl) The method of claim 1, wherein tlic act of requesting at least one use 
license fLulIicr includes sending an authentication to the rights management server to verify that 
ll;e message server has llic imlhority to obtain tlie at least one use license on behalf of the one or 
more principals, 

5. (Original) The method of claim 1, wherein the message server requests multiple 
use licenses on behalf of the one or more principals so that the one or more principals may access 
the n^cssage on muUiplc machines. 

6. (Original) '1 lie method of claim I, wherein the at least one use license is stored by 
the mcsv^ago scj-vcr separate from the message. 
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7. (Original) Tl)c mclhocl of claim 1, wherein the publishing license includes a 
reference lo the one or more principals such that when the message server requests the at least 
one use license^ the rit;hls management sci-ver may validate that the one or more principals arc 

; intended lo have access to the message. 

8. (Currently Amended) The method of claim 7, wherein the publishing license 
further jnclude$ at least one rights expression that limits the types of operations the one or more 

j pi incipals arc allowed to perform g>ft "With rcaaid to copying of t he message. 

9. (Currenlly Amended) Tliu method of claim 7, wherein the at least one rights 
cxprei>.siori in tt\c publishing license limits the one or more principals' operation if^at -leas t one of 
>^»4k^<^nsH>g,-j')rintingrtHi^^^fefW d e l e gati -f^g-av id saving the message . 

j 10, (Cuncnlly Amended) The njelhod of claim ?8, wherein the rights expression is a 

default value of read only, 

I K (Originnl) The method of claim 9, wherein the rights expression includes an 
expiration feature, whiclr limits at least one of the number of times or a time period the at least 
one riiihls expression is available, 

12. (Original) The method of claim 1, wherein the at least one principal is a process, 
user, mnchinc, server or client. 

13, (Original) The nicthod of claim 1, wherein the publishing license further 
cDn^prises one or more ofa hash used to verify the message has not changed and a signing by the 
Vighcs management serv er used to verify that the publishing license is valid. 
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I 14, (Previously l^rcscnted) The mclliod of claim 1, wherein Ihe publishing license 

references mnlliple principals for which the message is intended, and wherein the message server 
retrieves use licenses on Uchdlf of Ihc muUiple principals by a batch request process for • 
bahu^cing the load on the rights management seiver. 



I 



i , ' 

I 
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]5, (Cnncnily Amended) In a messaging sysstcm comprising a rights management 
server that conlix>ls the type of opcriitions principals can pcrfonn on protected content and a 
•message server ihut receives messages and makes them available to principals or their agents, a 
mdJiod orprc-liccnsing content subject to rights management in order to allow a principal access 
• io the coiUcnt when Ihe principal docs not have access to the rights management server, the 
jmclhod comprising stq)S for; 

dctcnriinhig lhat a message received from a sending computing system is subject to rights 
manajjcmcnt in that access to at least a pail of the message is controlled through a rigjits 
luanaijcmcnt scwr. the rights ntiinagcmcnt server issuing one or more user licenses that allow 
one or more principals to access Ihc at least part of the message subject to rights management; 

using a puhUshing Ucens'.e received from the sending computing system, the publishing 
license containing a rights expression identifying the at least part of the message subject lo righls 
tnniuijjcmoni, spcdfyuig one or m(^rc intended recipients for the at least part of the message 
subjocl to rights management, and specifying one or more riglits for each of the one or more 

' intended recipients, gjid where in the right s ex pression limits the, one or more princip als! 

• operAl ion in at least one o f re- licensing, p ri nting, forwarding an d sharing of the message, t he 
publishing license being previously acquired by the sending computing system Cvom the rights 
njanagemcnt server; ajid 

obtaining^ by the message server on behalf of one or more principals, at least one use 
license so that the one or more principals can obtain the at least one use license from the message 
server and access lo the at least part of tlic message subject to rights management without the one 
or more principals havijig to request the at least one use license from the rights management 
server. 

16. (Original) Tho meihod of claim 15, wherein the at least a part of the message 
controlled through the rights management server is encrypted, and wherein the use license 
C4^mprise.s ii conienit key used in decrypting the pari of the message that is encrypted. 

Page 6 o f 17 

PAGE9l2O'RCVDAT1M0D5S:19:52PM[EastemStandardTiine]'SVilUSPT(){FXV^^^ 



DEC-02-2005 FRI 03:22 PM WORKMAN NYDECGER FAX NO. 8013281707 P. 

a f 

Amcntliik-nt "C" daicd December 2, ?005 
, lU-ply m OnVc Ariion maild Sci)it;nlicr 29, 2005 

17. (Original) The ineilmd of claim 16, wherein the part of Ihe message that is 
cnci-yi^ioa is nl Icnst one of a protected contact, protected document, protected calendar item or 
prolcclcd n^ecting reque$l. 

18. (Original) The method of claim 15, whcrcm slep for obtaining at least one use 
license jticliulcs the act of requcsling, by the message server on behalf of the one or more 
principals, Ihc at least one use license, wherein the request includes the received publishing 
liccnKc for identifying the message to the rigjils management server, and wherein the request 
includes an a\ilhcnlicaiioii certincatc for the rights management server for verifying that the 
mei>jtrigo r,crvcr has the aiilhorily to obtain the at least one use license on behalf of the one or 
more pr incipiils, 

19. (Original) The method of claim 15, wherein the message server requests multiple 
ufic licenses on behalf of the one or more principals so that the one or more principals may access 
the message on mnUiplc machines. 

20. (Original) The method of claim 15, wherein the at least one use license is stored 
. . by Ihe message server separate from the message, 

2L (Original) The method of claim 18, wherein the received publishing license 
includes a rcfcrciKo to the one or more principals such that when the message server requests the 
at Ica.st one w^q licence, the rights management server may validate that the one or more 
principals are intended to have access to the message. 

22. (Ciinontly Amended) The mcriiod of claim 21, wherein tlie publishing license 
fiirlher includes at least one rights expression that limits forward in g of the mes$agct he4vt»es-of 
operatkHift hy the 6nc or more principals are allow e d t o perform-ottjif the message. 
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23. (Qirrcntly Amended) The method of claim 21, wliercin the at least one rights 
expression ia ihc piiblisl>iiig license limits the one or more principals' operation ia- at Icai i t on e of 
re'licensingyprintfRj^eop^ngrfej^frfH^^ dologatitt g ^ind snving , 

24. (Original) The method of claim 21, wherein the rights expression is a default 
. value of re^d only. 

25. (Ciincntly Amended) llic method of claim 23, wherein the rights expression 
• j hicliulcs an cxpimlion feature, which linnl-S ^-l6afit-one-ei4be-a.niimbcr of times or a tim o perio d 

the a( least one righls expression is available. 

26. (Original) Tlic method of claim 15, wherein the at least one principal is a process, 
nsci\ machine, server or client, 

27. (Original) llic method of claim 15, wherein the received publishing license 
fuvUicr comprises one or inoi-o of a hash used to verify tlic message has not changed and a 
{signing by the righls management server used to verify that the publishing license is valid, 

28. (Previously Prescnte<l) The method of claim 15, wherein the received publishing 
license references multiple principals for which the message is intended, and wherein the 
n)essagc server rclrieve« use licenses on behalf of the multiple principals by a batch requests 
process for balancing the load on the rights management server. 
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I ; 

• 29. (Citrrcnlly Amcn<1c(t) In a messaging system comprising a rights management 

scivcr \h&t couU'ols Ihu lyi>c of opcrnlions principals can perform on prolecled content and a 
nicijssigc server that receives messages and makes them aviiilablc to principals or Ibcir agenls, a 
computer program product comprising one or more computer readable media carrying compnier 
execiilnblc insunctions that implement a method of pre-Ucensing content subject to rights 
management in order to allow a principal access to the content when the principal docs not have 
access to the rights management server, the method compj-ising acts of: 

receiving, by liio message server, a message from a sending computing system, tlic' 
message behig subject to rights muiiagcmcnt in that access to at least a part of the message is 
conlri)llc<l throxigh a rights management server, the rights management server issuing one or 
more user licenses that allow one or more principals to access tlie at least part of the message 
• . subject to rights management; 

' receiving, by the messiige server, a publishing license from the sending computing 

system, llic publishing license containing a rights expression identifying the at least part of the 
nic$s;ige subject to rights management, specifying one or more intended recipients for Ihc at least 
pnrl of the message subject to rights management, and specifying one or more rights for each of 
tho one or more intended recipients, aivi whe rein the rights expression li mits the one or mor e 
Iiria«:ilK»l$l. eRi^ ration in at least o ne of re-l icensing, printing, foi-wa r ding and sharing of th e 
meAsagc\_thc publishing license being previously acquired by the sending computing system 

; from the rights management server, 

requesting, by the message server on behalf of one or more principals, at least one use 
license for allowing the one or more principals access to the message, wherein the request 
includes the publishing license to identify the at least part of the message subject to rights 
management to the rights nianagcmcnt server; 

rcc^eiving, by the message server on bchrilf of the one or more principals, the at least one 

; 1150 license so Ihnt the one or more principals may obtain the at least one use license from the 

mcs«:a0C server! and jicccss the lU least part of the message subject to rights management without 

having to rcqueiit the at least one usb liccjisc from the rights management server and 
. I , • * 

i '•''*. 
! 5 I ' ' ' 
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proviclinii;, by the message server, to at least one of the one or more principals, one or 
• uioro of the at least one use license. 



30. (Origiml) The method of claim 29, wherein the publishhig license includes a 
reference to t1\c one or jnore principals such tl^at when the ancssagc server requests the at least 
I one \isG license, the riglils management sei-vcr may validate that the one or more principals are. 
j inlcn<Icd lo have access to the message. 

; 31, (Currently Amended) The method of claim 30, whcrcm the publishing license 

AirlhcT mchulcs at least one rights expression that limits at least one of coping and delcgatingthe 
iyf e^i o-f opei ttUtHW-the one- (>r-meFei>fmoipals a rc allow e d to-p crfoiin on the m essage. 

i 

32. (Currently Amended) The method of claim 30, wherein the at least one rights 

\ cxprci^sion iu the publishing license lirails the one or more principals* operation in at leaiit one o f 
' Fe-Kci3nwng5 'prijUtngr€4>piflgrforwaft+ifl^£ihiH4f>g^ 

33. (Oiiginal) The method of claim 30, wherein the riglits expression is a default 
value of read only. 

34. (Original) The method of claim 32, wherein the rights expression inctude^^ an 
expiration reaUirc, which limits at least one of the number of times or a time period the at least 

I • one rights expression is available- 

35. (Orii^iuiil) The mcihod of claim 29, wherein the at least one principal is a process, 
: user, machine, server or client. 
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36. (Previously Prcsemcd) The itiethod of claim 29, wherein die publishing license 
references multiple principals for which the message is intended, «nd wherein the mcssiige server 
retrieves use licenses on hehnif of the niuUiple principals by a batch request process for 
bi^hincing the load on the rights management server 
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37. (Currently Anicncled) In a mcssitging system comprising a rights management 
scmr that controls the type of opcralioni? principals can perform on protected contciU and a 
message scivcr that receives messages and makes them available to principals or their agents, a 
cojnpiiler program product comprising one or more computer readable media carrying computer 
cxccylablc ij)structio'ns that in\plcmcnt a method of pre-licensing content subject to rights 
management in order to allow a principal access lo the content v^^hen the principal does not have 
atco^is to the rights munaacmcnt server^ the method comprising steps for: 

determining that a message received from a sending computing system is subject to rights 
management in that access to at least a part of the message is controlled through a rights 
manngcmcnl server, the rights management server issuing one or more user licenses that allow 
one or more principals to acces.^ the at least part of the message subject to rights management; 

\ising a puhlisliing license received fi-om the sending computing system, the publishing 
liC'CriSD containing a righis expression identifying the at least part of the message subject lo rights 
nuinugcment, specifying one or more intended recipients for the at least part of the message 
subject lo rights manap.ement, and specifying one or more rights for each of the one or more 
iiilcndc^l rocipiciUs, and where in the rights ex pres sion limits the on e _ or more principalis^ 
<2PiU tt tion in a t [ca st one o f re-licensing, p rinting, fowardinp and sh arin g of the message , the 
publishing license being previously acqxiired by tho sending computing system from the rights 
management server; and 

obtainiiig, by the message server on behalf of one or more principals, at least one use 
IjccfiiiC so that the one or more principals can obtain the at least one use license from the message 
scrvor and access to the at least part of the message subject to rights management without the one 
or jnorc principals having to request the at least one use license from the rights management 
server. 
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! 38. (Original) 1^10 mclhod of claim 37, wherein Ihc at least a part of ihe message 

controlled Ihroiigh ibc rights nunagcmcnt server is encrypted, and wherein the use license 
comprises a content Icey used in decrypting the part of the message that is encrypted, and 
wherein the pail of the n>cssagc ihal is cnci-ypted is at least one of a protected contact, protected 
doci^mejil, protected calendar item or protected meeting request. 

: 39. (Original) The mclhod of claim 37, whci-cin step for obtaining at least one use 

hccri:ie includes the acl of rciiuesling, by the message server on behalf of the one or morc 
principals, the at least one use license, wherein the request inckidcs the received publishing 
license for identifying the mcsjsngc to tlic rights management server, and whei-ein the request 
includes an nutlicntication for the rights management server for verifying that the message server 
has the authority to oblai n the at least one use license on behalf of the one or more principals, 

40. (Original) The method of claim 37, wherein tlie message server requests multiple 
; use licenses on behalf of the one or n^orc principals so that the one or morc principals may access 
I the message on muUiplo mjichincs. 

; 41. (Original) 1 he method of claim 37, wherein the at least one use license is stored 

by tl ic mcRSiigc scivcr separate from the message. 

42, (Cluvrcnlly Amended) The method of claim 37, wherein the received publishing 
liccnfie Anilier includes at Icasl one rights expression that tiymts-the-on c or monj principal ^ 
; op€raHOiVin-at'least-Qn<:^<>f^-lieeiisi^ngrprintiH ^, coping, for -wardkig , sliaring, delegating -and 
savii^fc-aiKl wher€in lhkVT4ght«-fe>xpfeif;^te^^^^ an expiration feature, which limits ftU^astone 

of tU<i-a number of tim<?j? oiH^in>0-period the at least one rights expression is available. 

' 43. (Originul) T he nKHhod of claim 37, wherein the at least one principal is a process, 

user, machine; server or client. . 
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44. (jn-cviously Presented) The melhod of claim 37, wherein the received publishing 
• license references multiple principals for which the message is intended, and wherein the 
message server retrieves use licenses on behalf of llie multiple principals by a batch request 
process for balancing the loud on the rights management server. 
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